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BBEOEHWE

C pa3BuUTMEM MHTEPHETa U NH(OPMALIMOHHbBIX TEXHOOrNIA, BE6-NPUNOXKEHNSA CTasIl HEOTBHEMJIEMON YaCTbio
coBpeMeHHoro obuwectea. OHM NCNOMBL3YIOTCA 1A Pa3NYHbIX Llesie, TaKNX KakK MHTepHeT-6aHKUHI, OHanH-
TOProssif, coumasnbHble CeTU, YrpaBJ/ieHne JINYHbIMU OaHHBIMU 1 AefoBbIMY npoueccamn. OgHako, C
pacrnpocTpaHeHNEM TaKNX CUCTEM BO3POoCan 1 3ab6oTbl 0 6€30MacHOCTM, TaK Kak MHOXKeCTBO Be6-NpMIoKeHun
CTanun LeNbio 3/I0yMbILLUIEHHNKOB, XXEeNaoLWmnX NoYHYNTb HECAHKLNOHUPOBAHHbBIN AOCTYN K MHGOPMaLm nim
HapywunTb ee LesNoCTHOCTb.

OZHOW N3 rNaBHbIX YA3BUMOCTEN BEG-NpuioxKeHnn aBnsioTca SQL-MHbeKuMn, NO3BONAIOLLIME aTaKyloLWeMy
BHEAPWUTb BPeAOHOCHLI SQL-KoA B 3anpockl K 6a3e gaHHbIX, MOAYYUTb OOCTYN K KOH(MUAEHLUNANbHON
MHopMaunK, a Takxxe MoanduumnpoBaTb WK YAAIUTb AaHHble. 9TO MOXKET MNPUBECTU K Cepbe3HbIM
nocneacTBUAM AN KOMOAHUM 1 NoJsib30BaTeNen.

Llenb paHHOM KypcoBon paboTbl - uccnenoBaTb NpobnemMy SQL-MHBEKLUNIA Kak 04HOWN U3 OCHOBHbIX Yrpo3
6e30macHOCTM BeG-NPUIOXKEHN, MPOHMKHYTb B CYLLHOCTb 3TON YA3BMMOCTU, N3YYNTb MEXaHN3Mbl YCMELIHbIX aTak
M BO3MOXKHbl€ CMOCOobbl 3alnThl OT HUX.

B pamkax paboTbl 6yayT pacCMOTpeHbI CrieayioLlme OCHOBHbIe acneKkTbl. B kypcoson paboTe B nepBoM pa3sgene
6yayT pacCMOTpPEHbl TeopeTnyYeckne ocHoBbl SQL- MHbekuMn: nposeaeH 0630p TeopeTnyecknx acnekTos SQL-
WHBEKL M, PaCCMOTPEHbI OCHOBHbIE YA3BMMOCTU BED NPUNIOXKEHUN, CBA3aHHbIE SQL- MHBEKLNAMU, MEPEYUCTIEHbI
MeToAbl NpefoTBpaLLeHns 1 3awnTbl 0T SQL- MHbeKUNN.

Bo BTOpoM pa3pene kKypcoBon paboTbl paccMoTpeHbl SQL- nHbekumm ¢ nomoubo Burp Suite Ha DVWA: 3anyck un
HacTpoWKa Burp Suite Ha Kali Linux, ypoBHuM 6e3onacHocTu DVWA, SQL nHbekumsa ¢ nomoubto Burp Suite Ha DVWA,
ncnpasneHue ownbkn Burp Suite 1 DVWA.

1. TEOPETUYECKWE OCHOBbI SQL-MHBEKL NI

1.1 O630p TEOpeTMHEeCKNX acnekToB SQL-MHbeKLMIA

QL-nHbekumsa (SQL Injection) - 3To 0ANH M3 CaMbIX PacMpPOCTPaHEHHbIX N ONAaCHbIX BUAOB aTak Ha Beb-
MPUIoXKeHNs, KOTOPbIN 3ak/lo4aeTcs BO BHeAPEeHN BpeAOHOCHOro SQL-kKofa Yepes nonb3oBaTeIbCKUN BBOS,
KOHTposib hopM nnu URL-napameTpbl. O6bI4HO SQL-UHBEKLMN UCNOMb3YIOTCA 3/10yMbILLIEHHUKaMX A1 A0CTyna,
KpaXKy Uam n3aMeHeHnsa aHHbIX B 6a3e AaHHbIX, HapyLUeHNs KOHPUAEHLManbHOCTM U JOCTyNa K APYrMM pecypcam
M cuctemam.

TeopeTunyeckme acnekTbl SQL-nHbEKUWI BKOYAOT C/ieayoLlime 0OCHOBHbIE KOHLLeMNLUNK:

1. BHegpeHune SQL-koga: 3N10yMbILLUNEHHUKN UCMNONb3YIOT Pas/inyHbie MeToObl U UHCTPYMEHTbI 4159 (OpMUPOBaHMA
BpeLOHOCHOro SQL-koaa, KOTOopbI MOXKET 6bITb BHEAPEH B MOJIb30BaTENbCKUIA BBOA UK BoBAeYeH npu obpaboTke
OAHHbIX, NOCTYNAOLWNX N3 HEHaLEXHbIX NCTOYHUKOB.
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2. HepocTtaTkum 6e3onacHoCcTn B BEB-NpuaoKeHnax: SQL-MHBbEKLMN BO3MOXHbI U3-3a HELOCTAaTKOB 6e30MacHOCTM B
pa3paboTke Beb-npunoxxerHunin. Hanbonee pacnpocTpaHeHHble OWNOKN BKAOYAOT NCNOJIb30BaHNE CTPOKKN
KOHKaTeHauun gnsa popmmpoBaHnsa SQL-3anpocoB, OTCYTCTBUE A0/IXKHOMO SKPAaHNUPOBaHUS U MPOBEPKM
MoJIb30BaTE/IbCKOr0 BBOAA, @ TakXe HenpaBusibHyto 06paboTky ownbokK.

3. Tunbl SQL-mHBbekumnin: CyuwiecTByeT HECKONIbKO TUMNoB SQL-MHbeKUMN, BKAOYadA

a) OwnboyHble (Error-based) SQL-mHBbEKLMN, NPY KOTOPLIX 3/1I0YMbILAEHHUK UCMOAb3yeT coobuieHns ob ownbkax,
BO3HMKatoWMX Npn 06paboTke HeEKOPPEKTHLIX SQL-3anpocoB, 4To6bl onpenennTb CTPYKTYPY 1 coaepxumoe 6asbl
OaHHbIX.

b) TanmuHr (Time-based) SQL-MHBbEKLMN, NPUN KOTOPbIX 3/I0YMbILEHHUK BBOAUT CrieunasbHble ycnosus B SQL-
3anpockl, KoTopble TpebytloT onpeneneHHOro BpeMeHn AN BbIMOJHEHNS, YTO NO3BOJISET ONPenenTb Hanuumne
YSI3BUMOCTEN UM N3BJeYb AaHHble U3 6a3bl AaHHbIX.

c) bynesbl (Boolean-based) SQL-nHbekLK, Npn KOTOPbIX 3/JI0YMbILUIEHHNK BbiNOAHAET SQL-3anpochkl C yC/I0BUSMU,
BO3BpaLLAOWMMM UCTUHY (true) nnm noxb (false), 4Tobbl onpegennTb NHGOPMaLUKMO 0 6ase AaHHbLIX UK MONYYNTb
OOCTYN K JaHHbIM,

d) Batched (Tak>XXe n3BecTHble KaK MHOXXECTBEHHbIE NN CTEKOBbIE) SQL-UHBEKL NN, MPU KOTOPbIX 3JI0YMbILLUJIEHHUK
OTNpaBsieT HECKOJIbKO SQL-3anpocoB 04HOBPEMEHHO OJ15 BbIMOJIHEHUS Pa3/INYHbIX OENCTBUIN C 6a301 AaHHbIX.

4. MeToabl NnpegoTBpaweHns SQL-mHbekumin: CywecTBYOT pa3iyHble MeTOAbl U NpakTUKn 6e3onacHoCTn A4
npenoTBpalleHns SQL-MHbeKUNIA B BED-NPUIOXKEHNSAX, BKJIOYAs NapaMeTpr3npoBaHHbIe 3anpockl, 3IKpaHMpoBaHNE
M NPOBEPKY MOSIb30BaTENIbCKOrO BBOAA, NCMOJIb30BaHNE HEMPUBUIErMPOBaHHLIX NoJsib30BaTenen 6asbl AaHHbIX,
06paboTKy owmboK U NMMUTMpPOBaHNE BbiBoAa coobuieHuin 06 owmnbkax.

5. O6Hapy>xeHune n TectmpoBaHne SQL-mHbekunin: CyLLuecTByeT MHOXXECTBO MHCTPYMEHTOB, Kak aBTOMaTUYeCKUX,
TaK U PYYHbIX, KOTOPble UCMONb3YIOTCA A5 0bHapy>XeHnsa ya3BMMOCTEN, CBSA3aHHbIX C SQL-MHbekunamm, n
TECTUPOBaAHUS BED-NPUNOXKEHUI HA HAaNYMe Takux ysa3BuMocTen. OOHUM N3 TaKUX MHCTPYMEHTOB ABISieTCSA
OWASP Zed Attack Proxy (ZAP), koTopbii sBnsieTcq cBO6OAHO AOCTYMNHLIM UHCTPYMEHTOM AS19 TECTUPOBAHMSA Ha
MPOHNKHOBEHME N 0BHapy>XeHnsa ysa3BUMOCTEN.

1.2. OCHOBHbI€ YySI3BUMOCTUN BED-NPUIOXKEHUN, CBA3aHHble C SQL-MHBbEKLNSAMUN
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